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Cile

Definované cile a vystupy planu.

c Cile projektu

## Vize

Vybudovat robustni systém fizeni informacni bezpeénosti (ISMS), ktery spliuje poZzadavky
regulaci DORA, NIS2 a standardu ISO 27001, a zajistit kontinuitu kritickych obchodnich pro-

cesu.
## Strategické cile

### Compliance cile - *DORA:** PIna shoda do 17.1.2025 - **NIS2:** Implementace do
17.10.2024 - **|SO 27001:** Certifikace do Q4 2025

### Bezpecnostni cile - **Dostupnost:** 99,9 % pro kritické systémy - **Incident response:**
< 4 hodiny na kritické incidenty - **Recovery:** RTO < 24h, RPO < 4h - **Awareness:** 100 %

zaméstnancu proskoleno
## Klicové milniky

| Obdobi | Milnik | |---—-|-—-—| | Q2/24 | GAP analyza dokoncena | | Q3/24 | Bezpecnostni poli-
tiky schvaleny | | Q4/24 | NIS2 implementace hotova | | Q1/25 | DORA compliance | | Q2/25 |
Interni audit ISMS | | Q4/25 | ISO 27001 certifikace |

## Rozsah (Scope)

**In scope:** - VSechny ICT systémy a infrastruktura - Kritické obchodni procesy - Treti strany

s pristupem k datiim - VSechny pobocky a remote zaméstnanci

**Qut of scope:** - Legacy systémy k vyrazeni (Q2/25) - Non-critical support systems
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Analyza

Rozbor soucasného stavu a prostredi.

a GAP analyza a soucasny stav

## Regulatorni pozadavky
### DORA (Digital Operational Resilience Act)

**Klicové pozadavky:** - ICT risk management framework - Incident reporting (24h/72h) - Dig-
ital operational resilience testing - Third-party ICT risk management - Information sharing

**Soucasny stav:** 35 % shoda

| Oblast | Gap | Priorita | | [ | | ICT governance | Chybi framework | Kriticka | |

Incident management | Neformalni proces | Vysoka | | Penetration testing | Ad-hoc | Stredni |

| Vendor management | Zakladni | Vysoka |

### NIS2 (Network and Information Security)

**KliGové pozadavky:** - Rizeni rizik (governance) - Incident handling a reporting - Business

continuity - Supply chain security - Cryptography a Sifrovani

**Soucasny stav:** 45 % shoda

###1S0 27001:2022
**Soucasny stav podle domén:**

| Doména | Shoda | Komentar | | [ | | | A.5 Org. controls | 40 % | Chybi politiky | |
A.6 People | 60 % | Skoleni ad-hoc | | A.7 Physical | 70 % | Dobré zaklady | | A.8 Technological
| 45 % | Legacy systémy |
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## ldentifikovana rizika

1. **Vendor lock-in** u kritického dodavatele 2. **Nedostate¢né logovani** bezpecnostnich
udalosti 3. **Chybéjici BCP** testovani 4. **Shadow IT** v nékterych oddélenich 5. **Zas-
taralé systémy** bez security patches

Vytvofeno v ProfiPlans.com 5/15



Digitalni provozni odolnost — DORA/NIS2/1SO 27001 Verze 1

Strategie

Strategie k dosazeni cil(i.

e Implementacni strategie

## Pristup
**Integrovany framework:** Jeden ISMS pokryvajici vSechny tfi standardy/regulace

**Principy:** - Risk-based approach - Proportionality (Umérnost opatfeni) - Continuous im-

provement - Business enablement (ne jen compliance)

## Organizacni struktura
### Nové role

| Role | Odpovédnost | FTE | [--—|-————|—| | CISO | Overall security strategy | 1.0 | | Security
Analyst | Operations, monitoring | 2.0 | | Compliance Officer | Regulatory liaison | 0.5 | | DPO |
Data protection (GDPR) | 0.5 |

### Governance

- **Security Committee:** Mésicné (C-level) - **Operational Reviews:** Tydné (CISO + team)
- **Board Reporting:** Ctvrtletné

## Technicka architektura
### Klicové komponenty

1. **SIEM:** Centralni logging a monitoring 2. **|AM:** Identity and Access Management 3.
**EDR:** Endpoint Detection & Response 4. **Backup:** 3-2-1 strategie, immutable backups
5. **DLP** Data Loss Prevention

### Cloud vs. On-premise
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| Systém | Model | Dtvod | |------|---—|--—| | Core banking | On-prem | Regulace | | Email, Office
| Cloud | Efektivita | | SIEM | Hybrid | Flexibilita | | Backup | Hybrid | 3-2-1 rule |

## Prioritizace

**Wave 1 (Quick wins):** Politiky, Skoleni, zakladni monitoring **Wave 2 (Foundation):** SIEM,
IAM upgrade, BCP **Wave 3 (Advanced):** Penetration testing, threat hunting **Wave 4 (Cer-

tification):** Interni audity, certifikace
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Akeni kroky

Konkrétni kroky pro realizaci.

° Implementacni plan

## Faze 1: Foundation (Q2-Q3 2024)

### Governance & Politiky - [ ] Jmenovani CISO - [ ] Security Committee setup - [ | Information
Security Policy - [] Acceptable Use Policy - [ ] Incident Response Policy - [] Vendor Manage-

ment Policy

##4# Quick wins - [ ] MFA pro v§echny uzivatele - [ ] Zakladni security awareness training - [ ]

Privileged access review - [ ]| Patch management process

### Dokumentace - [] Asset inventory - [ | Data classification - [ ] Risk register - [] RACI matrix

## Faze 2: NIS2 Compliance (Q3-Q4 2024)

### Technické kontroly - [ ] SIEM deployment - [ ] Network segmentation - [ ] Encryption at
rest/transit - [] Log retention (min. 12 mésict)

### Incident Management - [] 24/7 monitoring capability - [ ] Incident response playbooks -
[ ] Communication templates - [] Reporting workflow (NUKIB)

##4# Supply chain - [] Critical vendor assessment - [ ] Security requirements v smlouvach - [ ]
Right-to-audit clauses

## Faze 3: DORA Compliance (Q4 2024 - Q1 2025)

### ICT Risk Management - [] ICT risk framework formalizace - [] Third-party risk assessment

-[] Concentration risk analyza

### Testing - [] Vulnerability assessment (quarterly) - [] Penetration testing (annual) - [] Red

team exercise (planning)
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##4# Resilience - [ | BCP/DRP aktualizace - [] Tabletop exercises - [ ] Failover testy

## Faze 4:1S0 27001 Certifikace (Q2-Q4 2025)

### Priprava - [] Internal audit - [ | Management review - [ ] Napravna opatfeni

### Certifikacni audit - [ ] Stage 1 audit - [ ] Gap remediation - [ ] Stage 2 audit - [ ] Certifikat
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Identifikovana rizika a opatreni.

Rizika projektu

## Kriticka rizika
### R1: Nedostatek zdroju **Dopad:** Kriticky | **Pravdépodobnost:** Vysoka
**Popis:** Konkurence na trhu security specialist(

**Mitigace:** - Kombinace interni + externi kapacity - Managed security services pro 24/7 -

Competitive compensation package - Training & development program

### R2: Zpozdéni regulatorniho deadline **Dopad:** Kriticky | **Pravdépodobnost:** Stfedni
**D(sledky:** - Sankce od regulatora - Reputacni poskozeni - Audit findings

**Mitigace:** - Buffer v timeline (2 mésice) - Prioritizace must-have vs. nice-to-have - Pravidel-

ny steering committee

## Vysoka rizika

### R3: Odpor zaméstnancu **Mitigace:** - Change management program - Zapojeni busi-
ness stakeholders - Postupna implementace - Jasna komunikace "proc¢”

### R4: Legacy systémy **Mitigace:** - Compensating controls - Accelerated decommis-

sioning - Network isolation

### R5: Vendor dependency **Mitigace:** - Multi-vendor strategie - Exit clauses v smlouvach

- Dokumentace know-how

## Provozni rizika
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### R6: Security incident béhem implementace **Mitigace:** - Incident response plan aktivni
od Day 1 - Emergency contacts - Cyber insurance

### R7: Scope creep **Mitigace:** - Jasné definovany scope - Change control process - Pri-
oritizace podle rizika
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Zavérecné shrnuti a harmonogram.

6 Rozpocet a shrnuti

## Rozpocet projektu
### Jednorazové naklady

| Polozka | Castka (KE) | |--—-——|-—————| | SIEM implementace | 1 500 000 | | IAM upgrade | 800
000 | | Penetration testing | 400 000 | | Konzultacni sluzby | 1 200 000 | | Skoleni a awareness
| 300 000 | | ISO certifikace (audit) | 500 000 | | Kontingenéni rezerva | 700 000 | | **Celkem
CAPEX** | **5 400 000 K¢** |

### Roc¢ni provozni naklady (OPEX)

| Polozka | Castka (KE) | [----=---|-——-—--——| | SIEM licence & support | 600 000 | | Managed SOC
(24/7) 1 1 800 000 | | Security tools (EDR, DLP) | 400 000 | | Training & certifikace | 200 000 |
| Penetration testing (ro¢ni) | 300 000 | | Interni audit | 200 000 | | **Celkem OPEX** | **3 500
000 K&/rok** |

## Personalni naklady

| Role | Hruba mzda/rok | |------|-----——-—| | CISO | 2 400 000 | | Security Analyst (2x) | 2 400
000 | | **Celkem** | **4 800 000 K&/rok** |

## Business Case

**Naklady non-compliance:** - DORA sankce: az 1 % rocniho obratu - NIS2 sankce: az 10M
EUR nebo 2 % obratu - Reputacni skody: nekvantifikovatelné - Incident costs: primér 4M K¢
/ breach

**ROI:** - Investice: 14M K¢ (Y1) - Potencialni ztraty prevence: 50M+ K¢ - Dodate¢nda hodnota:

konkurencni vyhoda, dvéra klientd
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## KPls

| Metrika | Cil | |-----—--]--—| | Compliance score (DORA) | 100 % | | Compliance score (N1S2) | 100
% | | Mean time to detect (MTTD) | < Th | | Mean time to respond (MTTR) | < 4h | | Security
awareness score | > 85 % | | Vulnerability SLA compliance | > 95 % | | Audit findings (critical) |
0]

## Executive Summary

**Celkova investice Y1:** 14M K¢ **Rocni provoz:** 8.3M K¢ **Deadline DORA:** 17.1.2025
**Deadline NIS2:** 17.10.2024 **ISO 27001:** Q4 2025
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Vlastni

Dalsi specifické sekce.

a Bezpecnostni politiky — prehled

## Hierarchie dokumentace

| Uroven | Dokument | Schvaluje | | I I [11]Information Security Policy | Board
|| 2| Standards | CISO | | 2 | Guidelines | CISO | | 3 | Procedures | Vlastni oddéleni |

## Seznam klicovych politik

| # | Politika | Priorita | Status | || | [ |11 Information Security Policy | Kriticka
| Draft | | 2 | Acceptable Use Policy | Kriticka | Draft | | 3 | Access Control Policy | Kriticka | TBD
|14 |Incident Response Policy | Kriticka | TBD | | 5 | Business Continuity Policy | Vysoka | TBD

| | 6] Vendor Management Policy | Vysoka | TBD | | 7 | Data Classification Policy | Vysoka |
TBD | | 8 | Cryptography Policy | Stiedni | TBD | | 9 | Physical Security Policy | Stredni | Exists
|| 10 | HR Security Policy | Stfedni | Partial |

## Klicové procedury

### Incident Response 1. Detection & Analysis 2. Containment 3. Eradication 4. Recovery 5.

Post-incident review

### Change Management 1. Request 2. Impact assessment 3. Approval (CAB) 4. Implemen-
tation 5. Review

##4# Vulnerability Management 1. Scan (weekly) 2. Triage (CVSS) 3. Remediate (SLA based)
4. Verify 5. Report
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Tento dokument je vzorovy plan z ProfiPlans.com

ProfiPlans

Al facilitované strategické planovani

Vytvoreno v ProfiPlans.com 15/15



